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EXECUTIVE SUMMARY

Homeland security preparedness involves a cycle of outreach, planning, capability development, training, exercising, evaluation, and improvement.  Successful exercises lead to an on-going program of process improvements.  This report is intended to assist agencies striving for preparedness excellence by analyzing exercise results and:

· Identifying strengths upon which to maintain and build.

· Identifying potential areas for further improvement.

· Recommending exercise follow-up actions.

The suggested actions in this report should be viewed as recommendations only.  In some cases, agencies may determine that the benefits of implementation are insufficient to outweigh the costs.  In other cases, agencies may identify alternative solutions that are more effective or efficient.  Each agency should review the recommendations and determine the most appropriate action and the resources needed (i.e., time, staff, and funding) for implementation.

The [STATE NAME/JURISDICTION] [EXERCISE TYPE] was conducted on [DATE OF EXERCISE].  [EXPLAIN THE SEQUENCE OF EVENTS].
Key strengths identified during this exercise include:

· A strong knowledge of local resources, plans, and capabilities.(
· [LIST KEY STRENGHTS IDENTIFIED]  

In addition, several successes of this exercise should be recognized, among them:

· Exercise participants effectively completed the outlined goals and objectives, and in the process, identified gaps in resources, plans, and communications.

· [LIST SUCCESSES RECOGNIZED]
Throughout the exercise, several opportunities for improvement were identified, including:

· Additional drills and exercises to test the multi-jurisdictional response to a CBRNE emergency.
· [LIST IMPROVEMENT AREAS]
PART 1: EXERCISE OVERVIEW

EXERCISE NAME:
 [EXERCISE JURISDICTION/STATE] [EXERCISE NAME] [EXERCISE TYPE]
LOCATION:
[EXERCISE FACILITY], [EXERCISE JURISDICTION], [EXERCISE STATE]
SCENARIO:
[LIST ALL SCENARIOS]
TYPE OF EXERCISE:
[EXERCISE TYPE]
FOCUS:
[FOCUS OF THE EXERCISE]
EXERCISE DATE:
[EXERCISE DATE]
PARTICPATING ORGANIZATIONS:
Co-Sponsors:

State Agencies:

· [STATE AGENCIES]
Federal Agencies:

· [FEDERAL AGENCIES]
Contract Support:

· [CONTRACTOR SUPPORT (EXERCISE SUPPORT TEAM)]
Participants:

Local Participants:

· [LIST LOCAL PARTICIPANTS]

State Participants:


· [LIST STATE PARTICIPANTS]
Federal Participants:
·  [LIST FEDERAL PARTICIPANTS]

Private Sector Participants:
· [LIST PRIVATE SECTOR PARTICIPANTS]

International Participants:

Local Participants:

· [LIST INTERNATIONAL LOCAL PARTICIPANTS]

Provincial/State Participants:

· [LIST PROVINCIAL/STATE PARTICIPANTS]

Number of Participants:

· Participants: 


 

  [#]
· Observers:


 

  [#]
· Facilitators:




  [#]
· Exercise Support:



  [#]
Funding Source: 

[FUNDING SOURCE]

Program: 

[PROGRAM]
Classification:

[IFAPPLICABLE] 

Federal Sponsoring Agency/Department POC: 

[IF APPLICABLE]
Federal Exercise Project Officer: 

[IF APPLICABLE]
Exercise Overview:

The State of [EXERCISE STATE] Cross Border Seminar/Tabletop Exercise was a chemical and biological weapon of mass destruction (WMD) event.  It was designed to establish a learning environment for familiarizing state, local, federal, and international personnel with the issues involved in the response to a terrorist event occurring on an international border.  The seminar and exercise gave Participants an opportunity to evaluate current concepts, plans, and capabilities for responding to an incident that would overwhelm local resources in [EXERCISE CITY], [EXERCISE STATE], and focused on the critical decisions and local and international asset integration necessary to save lives and protect public health following a chemical/biological terrorism event.
The seminar and exercise were designed to:
1. Assess the resources available and the intra/interagency coordination across borders during a public health crisis triggered by a terrorist attack using WMD.
2. Assist in assessing and validating local and regional emergency response plans.
3. Provide an environment for networking, trading lessons learned, and sharing resource and capability information.
Participants were advised that the exercise was an “evaluated practice” – a format that allowed players to test their plans and procedures within a no-fault learning environment.  At the same time, Facilitators collected information in order to assess the performance of critical tasks during exercise play.
Briefback sessions and a Participant hotwash immediately followed the exercise, and allowed Participants from each breakout group to brief all Participants on the actions taken, issues encountered, and lessons learned within their facilitated discussions. 

· Seminar:

The seminar component contained three topics, and was designed to increase information sharing and prepare Participants for the tabletop exercise.

[SPEAKER 1] of [AGENCY] spoke about the cultural issues involved in coordinating a response with sovereign nations.  He focused on the issue of cultural sensitivity, and encouraged the development of relationships and respect between [EXERCISE LOCATION] and regional partners.

[SPEAKER 2] of [AGENCY] and [SPEAKER 3] of [AGENCY] delivered a presentation on multi-jurisdictional response, focusing on the Incident Command System and touching on the coordination of response assets across international borders.

As part of the seminar wrap-up, Lead Facilitator [EXERCISE FACILITATOR] guided a discussion of the Unified Command Structure as it applies to the [EXERCISE LOCATION] region.  Information was captured onto a projected template as seminar Participants identified personnel to fill UCS positions, thereby allowing Participants to immediately ascertain areas where human resources would be strained or where positions were left vacant.  A copy of the Unified Command Structure developed by Participants may be found in Appendix D.

· Tabletop Exercise:  
The tabletop exercise required collaboration among personnel and agencies from [EXERCISE STATE], [CROSS BORDER PROVINCE/STATE], and [SOVEREIGN NATION] to coordinate the response to a chemical/biological terrorism event at [SCENARIO LOCATION] that would overwhelm existing resources in the [EXERCISE LOCATION] area.  

Participants from each agency were divided into the following three breakout groups, based on their area of expertise: Emergency Management, First Responders, and Public Health/Medical.  Participants were strongly encouraged to share information with the other breakout groups to develop a coordinated response.  At the end of 90 minutes, each breakout group presented actions taken and issues critical to its discussion during a briefback session with all Participants.
· Hotwash:
A hotwash session took place immediately following group briefbacks.  Participants discussed overall strengths identified during the exercise, as well as areas for improvement.

 [EXERCISE OVERVIEW]
EXERCISE EVALUATION

The exercise was designed to provide Participants with an opportunity to assess current capabilities to perform the critical tasks required in the event of a chemical/biological terrorism event on an international border.  Through assessment of those capabilities, Participants identified strengths, areas requiring attention, and future training needs.  
Facilitators and Analysts were positioned at each breakout table to capture detailed notes of the key actions and issues identified during the discussion, and also attended the hotwash to listen to the Participants present their agencies’ strengths and areas for improvement.  Following the hotwash, all Participants were asked to complete critique forms, which allowed them to provide their observations of the seminar and exercise.

In keeping with the no-fault nature of this exercise, the evaluation embodied in this report examines the plans, procedures, and response systems utilized in this exercise.  As an evaluated practice, agency performances were observed and documented in order to make recommendations for future improvements.  Facilitator observations focus primarily on overall agency actions and the interaction between agencies, rather than on individual players.

[PROVIDE AN EVALUATION OF THE EXERCISE]
PART 2: EXERCISE GOALS AND OBJECTIVES

The planning group established the following goal and corresponding objectives for this exercise:

Goal: To bring together the personnel and agencies that would respond to an emergency in the [EXERCISE LOCATION] area that overwhelms local resources.

Objective 1: Strengthen communication links.

Objective 2: Discuss resources and capabilities.

Objective 3: Discuss existing plans and procedures, focusing on international legal aspects.

Objective 4: Share lessons learned.
[LIST GOALS AND OBJECTIVES]
PART 3: EXERCISE EVENTS SYNOPSIS

Scenario: 

[SCENARIO DESCRIPTION]
EXERCISE: 

[EXERCISE DESCRIPTION]
PARTICIPANT HOTWASH:

[HOTWASH SUMMARY]
PART 4: ANALYSIS OF MISSION OUTCOMES

This section of the report provides an analysis of how well the participating jurisdictions as a whole (e.g., across disciplines and across jurisdictions) achieved the expected mission outcomes in responding to the simulated terrorist event, with a focus on outcomes, rather than processes.  The mission outcomes are those things that the public expects from its public officials and agencies when faced with a terrorist threat or attack.  Results for each mission outcome are summarized below by mission area.  

Emergency Assessment

Make Immediate Incident Scene Reports

During the exercise, First Responder Participants worked through the process of making immediate incident scene reports – after the initial 911 call to dispatch, dispatch would notify the [LOCAL] Fire Department.  The [LOCAL] Fire Chief stated that he would respond from home and would either stop at the scene or continue to the fire department to obtain fire equipment.  Once the [LOCAL] Fire Chief arrived at the scene and determined that the incident was larger than [EXERCISE LOCATION] could handle, he stated that he would contact local fire departments and [LOCAL COUNTY] for additional resources.  The [LOCAL COUNTY] Sheriff would send additional officers and notify the [EXERCISE STATE] Duty Officer of the situation.  The process for making initial reports was also discussed in the Emergency Management group, where Participants also recognized the importance of notifying dispatch.  This topic is discussed in greater detail in Part 5.

Detect and Identify Agent

In the First Responder group, it was identified that the [LOCAL] Fire Department and rescue personnel have limited hazardous materials (HazMat) training to the awareness level.  The regional HazMat team would respond to the incident with six HazMat Technicians and limited resources, but only have the capability to identify the agent as an organophosphate.  To identify the agent as sarin, they would need to rely upon either the HazMat crews in [CROSS BORDER CITY/TOWN], [CROSS BORDER COUNTRY], or the [LOCAL] WMD Civil Support Team (CST).  This issue is discussed further in Part 5.  

The Emergency Management group discussed how they lack the immediate knowledge of capabilities of all of the assets on both sides of the border; as such, one of their initial contacts to assist with acquiring the proper detection and identification teams would be the State Duty Officer.  

[MISSION AREA]
[Outcome Summary]
Emergency Management

[MISSION AREA]
[Outcome Summary]
Incident Site Hazard Mitigation

[MISSION AREA]
[Outcome Summary]
Victim Care

[MISSION AREA]
[Outcome Summary]
PART 5: ANALYSIS OF CRITICAL TASK PERFORMANCE

Emergency Management

Task III-3:  Direct and Control Response Operations

Discussion

The Emergency Management group discussed the chaos and confusion that would occur during the minutes and hours immediately following a terrorist attack at the border.  Many Participants felt that there were few key local personnel who possess knowledge of all the actions necessary to take.  Regardless, the group recognized that one of the initial steps would be to notify appropriate personnel on both sides of the border.  Both the Emergency Management group and the First Responder group noted that they would call local dispatch centers to begin agency notifications, but were unsure if the dispatch centers would know whom to call next.  Participants agreed that the notifications would most likely be done in an ad hoc method; this would work, but could lead to potentially significant delays.   

Recommendations and Improvements

Rec. 1
Create incident management checklists for the local area for use in catastrophic incidents.  Checklists should be developed for both specific agencies and for the region.
Action 1.a
By [DATE], each agency should develop a draft incident management checklist specific to its capabilities and responsibilities.

Action 1.b 
By [DATE], conduct a planning workshop with representatives from regional agencies to draft a regional checklist and potentially refine agency checklists.

Action 1.c 
Following the development of checklists at the workshop, test and refine checklists through the conduct of a tabletop exercise focused on the initial regional response to a large-scale chemical, biological, radiological, nuclear, or explosive (CBRNE) incident.

Action 1.d 
Each agency should identify a representative to annually review and update the checklist actions.

Rec. 2
Develop a hazard communications plan.

Action 2.a
By [DATE], each agency should identify and develop a list of key personnel and alternates, including primary, secondary, and tertiary contact information/preferred contact channels (phone, cell phone, e-mail, radio, etc.) for each.

Action 2.b
By [DATE], [LOCAL COUNTY] should develop protocols and train dispatch personnel on how to use the hazard communications plan.

Action 2.c 
Refine the hazard communications plan by testing it during the tabletop exercise recommended in Action 1.c. 

[TITLE OF TASK]
[Task #] – [Subtask #]
[Discussion]
[Recommendations and Improvements]

[Actions]
[Task #] – [Subtask #]
[Discussion]
[Recommendations and Improvements]

[Actions]
[Task #] – [Subtask #]
[Discussion]
[Recommendations and Improvements]

[Actions]
PART 6: CONCLUSIONS

The State of [EXERCISE STATE] Cross Border Seminar/Tabletop Exercise was the region’s first exercise to bring together agencies from across borders that would respond to a CBRNE terrorism event in the [EXERCISE LOCATION] area.  Exercise Participants demonstrated an initial capability to:
· Respond to an emerging terrorism event involving a large-scale health risk.
· Work together across borders and jurisdictions.

· Identify plans, policies, and procedures that require updating or changing.

· Network and develop relationships.

Exercise Participants identified several lessons learned for improvements in the region’s ability to respond to a bioterrorism incident.  Major recommendations include:
· Additional drills and exercises to test the multi-jurisdictional response to an emergency.

· Continued development of working relationships across borders.

· Updates to, and coordination of, local emergency response plans. 

· Development of new MOUs and mutual aid agreements that deal specifically with issues identified during the Cross Border Seminar/TTX.
Participating jurisdictions can use the results of this exercise to further refine plans, procedures, and training for a health-related terrorism incident requiring a cross border response.  Additional exercises should be conducted to test the improvements instituted as a result of this exercise, as well as to further foster an environment of communication, networking, and education among [EXERCISE STATE], [CROSS BORDER PROVINCE/STATE], and [SOVEREIGN NATION] response personnel.

[EXERCISE JURISDICTION/STATE] [EXERCISE TYPE] [EXPLAIN THE SIGNIFICANCE OF THE EXERCISE]. Exercise Participants demonstrated an initial capability to:

· [LIST CAPABILITIES]

Exercise Participants identified several lessons learned for improvements in [JURISDICTION/STATE] ability to respond to a [SCENARIO] incident.  Major recommendations include:

· [LIST RECOMMENDATIONS]

[SUMMARY]
APPENDIX A: IMPROVEMENT PLAN SAMPLE AND TEMPLATE

sample

	Task
	Recommendations
	Improvement Actions
	Responsible Party/Agency
	Completion Date

	Emergency Management

	Task III-3:  Direct and Control Response Operations
	1.    Create incident management checklists for the local area for use in catastrophic incidents.  Checklists should be developed for both specific agencies and for the region.
	1.a    By [DATE], each agency should develop a draft incident management checklist specific to its capabilities and responsibilities.
	
	

	
	
	1.b   By [DATE], conduct a planning workshop with representatives from regional agencies to draft a regional checklist and potentially refine agency checklists.
	
	

	
	
	1.c    Following the development of checklists at the workshop, test and refine checklists through the conduct of a tabletop exercise focused on the initial regional response to a large-scale chemical, biological, radiological, nuclear, or explosive (CBRNE) incident.
	
	

	
	
	1.d   Each agency should identify a representative to annually review and update the checklist actions.
	
	

	
	2.    Develop a hazard communications plan.
	2.a    By [DATE], each agency should identify and develop a list of key personnel and alternates, including primary, secondary, and tertiary contact information/preferred contact channels (phone, cell phone, e-mail, radio, etc.) for each.

	
	

	
	
	2.b   By [DATE], [LOCAL COUNTY] should develop protocols and train dispatch personnel on how to use the hazard communications plan.
	
	

	
	
	2.c    Refine the hazard communications plan by testing it during the tabletop exercise recommended in Action 1.c.
	
	


	Task
	Recommendations
	Improvement Actions
	Responsible Party/Agency
	Completion Date

	[TASK]

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


template

APPENDIX B: PARTICIPANT LIST

[Group]
	[NAME]
	[AGENCY/AFFILIATION]

	[NAME]
	[AGENCY/AFFILIATION]


[Group]
	[NAME]
	[AGENCY/AFFILIATION]

	[NAME]
	[AGENCY/AFFILIATION]


[Group]
	[NAME]
	[AGENCY/AFFILIATION]

	[NAME]
	[AGENCY/AFFILIATION]


[Group]
	[NAME]
	[AGENCY/AFFILIATION]

	[NAME]
	[AGENCY/AFFILIATION]


[Group]
	[NAME]
	 [CONTRACTOR]

	[NAME]
	 [CONTRACTOR]


APPENDIX C: PARTICIPANT EVALUATIONS

Part I: Recommendations and Action Steps
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Communications:

· Continue to improve communications within and between all groups.

· Procedures need to be implemented for notifications.  For example, how will [CROSS BORDER CITY/TOWN] EMS know when assistance is needed?  Formal notification guidelines should be developed and shared (H).

· [EXERCISE STATE] needs to take the lead to make sure there is a plan for communicating across the border and put it into effect with corresponding [CROSS BORDER COUNTRY] authorities.

Developing Relationships:

· The development of better relationships and coordination with [CROSS BORDER COUNTRY] is a priority.

· Communication between all groups needs to continue face to face. 

Working on agreements, training, and exercises with [CROSS BORDER COUNTRY] counterparts and among county and tribal entities is important.

Procedures:
· [EXERCISE LOCATION] should assemble a notification checklist.

· Clarify the procedure for EMS transporting casualties across the [EXERCISE STATE]/[CROSS BORDER PROVINCE/STATE] border.

· Cross border training for both EMS and Fire is necessary (H).

· Develop an emergency response checklist for [SOVEREIGN NATION] Reservation (H).

[LIST AND DEFINE RECOMMENDATIONS AND ACTION STEPS]
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Part III: Exercise Content and Conduct
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What changes would you make to improve the exercise?

Please provide any recommendations on how the exercise could be improved or en​hanced to better prepare emergency response personnel to effectively respond to terror​ism incidents.
· There was a great deal of knowledge here, and it was good to have it shared.  It was very good to have this group convene together – a first!  Thank you.

· It would have been beneficial to have a representative from [CROSS BORDER COUNTRY] customs.

· Include a speaker from the FBI to talk about terrorism.

· This was a good start to identify gaps and issues to address in our own agency response plans, and how they interact with other jurisdictions.

· There was no military involvement – it would have been helpful explain their role in the response.

· Show a video about past experiences.

· I noticed the lack of any media coverage, even though we were told that this was the first cross border drill.

[PROVIDE QUOTES OR FEEDBACK FROM PARTICIPANTS

APPENDIX D: UNIFIED COMMAND STRUCTURE EXAMPLE

[THIS IS AN EXAMPLE AND IS NOT THE REQUIRED FORMAT.]
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Overall, did the Minnesota Cross Border Seminar/TTX provide a valuable experience?
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				Overall, did the Minnesota Cross Border Seminar/TTX provide a valuable experience?
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				The exercise was well structured and organized.
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				The facilitators were knowledgeable about the material, kept the exercise on target, and were sensitive to group dynamics.
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				The Situation Manual (SITMAN) provided prior to the exercise was a valuable tool.
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				Participation in the exercise was appropriate for someone in my position.
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				The participants included the right people in terms of level and mix of disciplines
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				The exercise scenario was sufficient to evoke a response.
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